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HOCTAHOBJIEHUE

c.Crennoe Ne 224 4 nexadps 2020 r.

06 YTBEPKACHUU Monenu yrpo3
0€30MacCHOCTH MEPCOHANILHBIX ~ JJAHHBIX B
MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JAaHHBIX  agMUHHUCTpaluu  CTEMHOBCKOTO
cenbCKoro  moceneHusst  llepBomalrickoro
paitona Peciy6iuku Kpbim

B cootrBerctBun ¢ ®enepanbHbiM  3akoHOM 0T 27.07.2006 Ne 152-
®d3, mocTaHOBIEHUEM [IpaBurenscTBa Poccuiickoit ®denepanuu oT
01.11.2012 Ne 1119 «O6 yTBepkIeHWH TpeOOBaHWN K 3alIUTE TMEPCOHATBHBIX
JAHHBIX TpU UX 00paboTKe B HH(POPMALMOHHBIX CHCTEMAaX MEPCOHAIbHBIX
JAHHBIX», YCTaBOM MYHULMNAIBHOTO o00pa3oBaHus (CTEMHOBCKOE CEIbCKOE
nocenenue IlepBomaiickoro paitona PecnyOnuku KpbiM, AaMuHucTpanus
CrennoBckoro cenbckoro nocenenns [IOCTAHOBJISAET:

1. YTBepauth Monens yrpo3 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX MPU
ux o0o0paboTke B HHPOPMALMOHHBIX CHUCTEMax MEPCOHAIBHBIX JaHHBIX
agMuHucTpanu CTEMHOBCKOTO CEIbCKOro mnoceneHusa IlepBomalickoro paiioHa
Pecniyonmuku Kpbim (iprstoxkenue Nel).

2. O3HaKOMUTH PAOOTHUKOB agMUHHUCTpaMd CTEMHOBCKOIO CEIbCKOTO
nocenenust  IlepBomaiickoro  paitona PecnyOnuku KpeiMm ¢ 1aHHBIM
MOCTaHOBJIEHUEM (TpuiioxkeHue No2).

3. Hacrosimiee mnoCTaHOBJIIEHHE BCTYyHaeT B CHIy C MOMEHTa €ro
NOANKMCAHMUS.
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4. KoHTposb 3a uCnoIHEeHHEeM HACTOAIIETO TTOCTAHOBIICHUSI OCTABJISIO 32
Cc00O0Ii.

[Ipencenarens

CTEnHOBCKOIO CEJICKOI0 COBETA —

rJIaBa aIMMHHUCTPALUN

CTENnHOBCKOIrO CEJIbCKOr0 MOCEIEHUs M.B.I"'apmam



[Tpunoxenue Nel

K ITOCTAHOBJICHUIO aIMUHHCTPALINU
CTEenHOBCKOTO  CEIIbCKOTO MOCEJICHUS
ITepBomaiickoro paitona Pecriyonuku Kpbim

ot 04.12.2020r. Ne224

Mozaenanb yrpo3 0e30macHOCTH MEPCOHAIBHBIX JAHHBIX IIPU UX 00padoTKe
B UHGOPMALMOHHBIX CHCTEMAX MEPCOHATBbHBIX JAHHBIX AAMUHUCTPALMHU
CrenHoBCKOro cesibckoro moceseHus Ilepsomaiickoro paiiona Pecry0mku
Kpbim

Paszngea I O0mue nmojio:xxenus

1. Hacrosimas Mogens yrpo3 6€30MacHOCTH NEPCOHANBHBIX JaHHBIX TPU UX
oOpaboTke B  MH(MOPMALMOHHBIX  CHUCTEMAaX  MEPCOHAJIBHBIX  JAHHBIX
anMuHUCTpanuu CTEIMHOBCKOTO CENbCKOro rnoceneHus IlepBomaiickoro paiioHa
PecniyOmuku Kpbim (manee - Mogenb yrpo3) COAEpX HUT CUCTEMATU3UPOBAHHBIN
nepeyeHb yrpo3 O€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX NP HUX O0O0paboTKe B
MH(OPMAIMOHHBIX CUCTEMaX MEPCOHAIBHBIX IaHHBIX.

VYrpo3bl 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX MOTYT OBITh OOYCIIOBJIEHBI
NpPEIHAMEPEHHBIMU WM  HENpPEAHAMEPEHHBIMU  JIEUCTBUSIMHU  (DU3UYECKUX
JIUL, IEUCTBUSMU 3apyOEKHBIX CIELCTYKO WIM OpraHu3aluii (B TOM YHCIIE
TEPPOPUCTUYUECKUX ), & TAKKE KPUMHUHAJIBHBIX TPYIIIUPOBOK, CO3AA0IINX YCIOBUS
(IpeanochUIKK) JUIsl HApyIIeHUs] 0€30MacHOCTH MEPCOHAIBHBIX AaHHBIX, KOTOPOE
BeJeT K yuepOy JKMU3HEHHO BaXKHBIX HWHTEPECOB JIMYHOCTH, OOIECTBA U
rocyaapcTaa.

Mogenb yrpo3 COAEpKHUT HMCXOJHBIE JaHHbIE MO Yrpo3aM 0e30HacHOCTH
MEePCOHANIBHBIX  JAHHBIX, 00pabaThiBa€MbIX B  WH(MOPMAIIMOHHBIX  CHCTEMax
NEPCOHANBHBIX JaHHBIX aAMUHUCTpanMH CTENHOBCKOIO CEIbCKOTO IMOCEIEHUS
[TepBomatickoro paitona Pecniyonuku Kpeim (manee - UCII/IH), cBs3aHHBIM:

- C IIepEXBaTOM (ChEMOM) NIEPCOHAIBHBIX JAHHBIX 10 TEXHUYECKUM KaHajlaM
C 1IeJIbIO MX KOMMPOBAHUS UM HEMPABOMEPHOI'O PACIIPOCTPAHEHUS;

- C HECAaHKIMOHUPOBAHHBIM, B TOM YHCIE clydailHbIM, goctynoM B UCII/x
C  UeNbl0  W3MEHEHMS, KOMUPOBAaHMs, HEMPABOMEPHOTO  PACIPOCTPAHECHHUS
MEPCOHAIBHBIX TAHHBIX WM JECTPYKTUBHBIX BO3AehcTBUI Ha anemeHThl UCIIIx
U 00paldaThlBa€MbIX B HHUX TMEPCOHAIBHBIX JaHHBIX C HCIOJb30BaHUEM
IPOrPaMMHBIX M MPOTrPaMMHO-aNNapaTHbIX CPEACTB C LEIbI0 YHUUTOXECHUS WU
OJIOKUPOBAHUS IEPCOHAIBHBIX JaHHbBIX.

2. Hacrosimas Mopenb yrpo3 pa3padoTaHa B COOTBETCTBHUU C:

- ®enepanibHBIM 3aK0HOM OT 27.07.2006 Ne 152-D3;

- nocraHoBienueM  [IpaBurenscrBa  Poccmiickon ~— ®denepaumu 0T
01.11.2012 Ne 1119 «O0 yTBepkIeHUH TpeOOBaHUN K 3allUTE TMEPCOHATBHBIX
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JaHHBIX TpU MX 00paboTke B HHQPOPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JAHHBIX»;

- 0a30BOM MOJENbIO Yyrpo3 0€30MacHOCTU MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JJAHHBIX, YTBEPKICHHON
deaepaibHOM CITYKOO0M MO TEXHUUECKOMY M 3KCITOpTHOMY KoHTpoJto 15.02.2008.

3. C npumenenreM Mojienu yrpo3 pelaroTcs CeIyIonue 3a1auu:

1) pa3paboTka YacTHBIX MOJENel yrpo3 O0e30MacHOCTH NEPCOHATBHBIX
naHHelX B KOoHKpeTHeIX WMCIIJIH ¢ yderoM uUX Ha3HAY€HHUs, YCIOBUM U
0COOCHHOCTEH (PYHKIIMOHUPOBAHUS;

2) anamm3 3amuiieHHoctd MCIIJIH ot yrpo3 6e30macHOCTH NEepCOHATBHBIX
JaHHBIX B XOJE€ OpraHu3alldd ¢ BBIIOJHEHHS paboT 1Mo 0OecrneueHuto
0€30MacCHOCTH NMEPCOHANIBHBIX TAHHBIX;

3) pa3zpaboTKa CUCTEMBI 3alIUThl IEPCOHAIBHBIX JTAHHBIX, 0OECIIEUnBAIOLIEH
HEUTpaIu3aluio MPEeAnoIaraéMblx yrpo3 ¢ UCIOIb30BaHUEM METOJOB U CIIOCOOOB
3alllMThl TIEPCOHANBHBIX JAHHBIX, MPETYCMOTPEHHBIX [IJII COOTBETCTBYIOIIETO
kiacca UCII/IH;

4) TmpoBeleHHE MEpPONPUSITHI, HAMPABIEHHBIX HA  IPEIOTBpAIlICHHE
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA K MEPCOHATBHBIM JAHHBIM U (WJIH) Mepeadnl ux
JUIaM, HE UMEIOIIUM TIpaBa J0CTyMa K Takoi nHhopMaIny;

5) HenmomyieHue Bo3JeHCTBUS Ha TexHudeckue cpeacta HWCII/IH, B
pe3yNbTaTe KOTOPOrO MOXKET OBITh HAPYIIEHO MX (DYHKIIMOHUPOBAHUE;

6) KOHTPOJIb 00ECTICUeHUsI YPOBHS 3aIIUIIICHHOCTH IEPCOHAIBHBIX JAHHBIX.

4. B nacrosert Moaenu yrpo3 UCIONIb3yIOTCS CIETYIOIINE TTOHSITHS:

1) Oe3omacHOCTh TMEPCOHATBHBIX JAHHBIX - COCTOSIHUE 3alUIIEHHOCTH
MEPCOHATBHBIX JAHHBIX, XapaKTEepPU3yeMoe CIIOCOOHOCTBIO
MOJIb30BATENCH, TEXHUYECKUX  CPEACTB W WMH(MOPMALIMOHHBIX  TEXHOJIOTUN
o0ecneunTh KOH(PHUIECHIUATbHOCTD, LIEIOCTHOCTh M JOCTYHMHOCTh IEPCOHAJIBHBIX
JAHHBIX TpU UX 00paboTke B HWH(POPMAIMOHHBIX CHCTEMaX TMEPCOHATBHBIX
JTAHHBIX;

2) ONOKMpOBaHUE TEPCOHAJBHBIX JAHHBIX - BPEMEHHOE IpEKpaIlieHue
cbopa, cucTemMaTu3aluy, HaKOTIJICHUS, UCTIOJIb30BaHUS, PACTIPOCTPAHCHUS
MEPCOHANILHBIX JJAHHBIX, B TOM YHCJIC UX MEepeIayH;

3) BpemoHOCHas TmporpaMma - @porpamma, NIpelHa3HayYeHHAs s
OCYUIIECTBJICHUS! HECAaHKIIMOHWPOBAHHOTO JOCTyna W (WJIM) BO3JCUCTBUS Ha
NIEPCOHANBHBIE TAHHBIC WM PECYpPChl MHAOOPMAIIMOHHONW CUCTEMBI TIEPCOHAIBHBIX
JTAHHBIX;

4) BCIIOMOTATENbHBIE TEXHUYECKHUE CPEICTBA M CUCTEMBl - TEXHHUYECKUE
CpEICTBa M CHCTEMbI, HE TIpeIHAa3HaYCHHBIC JJIs MTepeiadu, 00padOTKH U XpaHEHUs
NEPCOHANBHBIX  JaHHBIX, YCTAHABIMBAEMbIE  COBMECTHO C  TEXHHUYECKUMHU
CpEICTBaMH W CHUCTEMAaMH, MPETHA3HAYCHHBIMU I 00pa0OTKH TMEepCOHATBHBIX
JAQHHBIX, WM B TIOMEMICHUSX, B KOTOPBIX YCTAHOBJICHBI HWH(OOPMAIMOHHBIC
CUCTEMBI IEPCOHATBHBIX JIAHHBIX;

5) nmocTym B ONEPAIlMOHHYIO Cpeny KommbioTepa (MHGOpMAIMOHHON
CHUCTEMbI TEpPCOHANBHBIX JaHHBIX) - I[OJIyYeHHE BO3MOXKHOCTH 3alycKa Ha
BBITIOJITHCHUE IITATHBIX KOMaHI, (QYHKIIHMH, MPOTIEAYP OIMEPAIMOHHON CHCTEMbI



(YHUYTOXXEHUS, KOMMUPOBAHUS, TIEPEMEIICHUST U T.I1.), UCTIOJHIEMbIX  (aiiyioB
INPUKIIAJHBIX IPOTPaMM;

6) moctyn K MHQOpMAIMKU - BO3MOXHOCTh IOJydyeHUs MH(pOpMalluu U €€
UCIIOJIb30BaHUS;

7) 3ammmaemas uHopmauus - HHGOpPMALM, ABIAIOLIASACT NPEAMETOM
COOCTBEHHOCTM U MOJJEXKAIas 3alUTe B COOTBETCTBUU C TpeOOBaHUIMU
IPABOBBIX AaKTOB WM TPEOOBAHUSMHU, YCTAHABIMBAEMBIMH COOCTBEHHUKOM
uHbOpMaIny;

8) UH(OPMATHBHBIH CUTHAJI - BJIEKTPUUECKUE
CUTHAJIbI, aKyCTUYECKUE, DJICKTPOMAarHUTHBIE U JApyrue (pusuveckue Mo, Mo
napaMeTpaM KOTOPBIX MOXKET OBbIThb pacKpbiTa KOHGUACHIHMAIbHAs HHPOpMAIUI
(nepcoHanbHble  JaHHBIE), OOpadaThiBaeMass B  MH(GOPMALIOHHOHM  CHUCTEME
NEPCOHANIBHBIX JAHHBIX;

9) wuHOpMalMOHHAs CHCTEMa [MEPCOHANBHBIX  J@HHBIX -  3TO
UH(pOpMaIlMOHHAS CUCTEMA, IPEICTABISAIOIIA coboii COBOKYITHOCTb
NEPCOHAIBHBIX  JaHHBIX, COAEpXKAIMXCcs B 0a3e  JaHHBIX,a  TaKke
UHPOPMAILIMOHHBIX ~ TEXHOJOTMM M  TEXHUYECKUX  CPEACTB, MO3BOJSIOLIMX
OCYILECTBIATh O0OpadOTKY TAaKUX MEPCOHAIBHBIX JaHHBIX C MCIOIb30BAaHUEM
CPEICTB aBTOMAaTU3aLKU WIH 0€3 UCTIOIb30BAaHUS TAKUX CPEJICTB;

10) UH(pOpPMaLlMOHHbIE TEXHOJIOTUH - IIPOLIECCHI, METOJIBI
noucka, coopa, xpaHeHusi, 00pabOTKH, MPETOCTABICHUS, PACTIPOCTPAHCHUS
nH(popMaIu U crocoObl OCYIIECTBICHUS TAKUX MPOLIECCOB U METOJIOB;

11) wucroyHuk yrpo3pl 0Oe30MacHOCTH HHPOpPMAMU -  CYyOBEKT
JOCTyIa, MaTEPUAIbHBIA ~ OOBEKT WM  (PU3UYECKOE  SIBJICHUE, SBISIOIIMUECS
MPUYUHON BOBHUKHOBEHUS YTpo3bl 0€30MMACHOCTH UH(OpMAIUY;

12) koHTponupyemasi 30Ha - 3TO HPOCTPAHCTBO, B KOTOPOM HCKJIIOUEHO
HEKOHTPOJIUpYEMOe MpeObIBaHWE COTPYAHUKOB OIEpPaTopa, MHbIX JMI U
IIOCTOPOHHMX TPAHCHOPTHBIX, TEXHUYECKUX U NHBIX MATEPUAIbHBIX CPEJICTB;

13) kOH(UAEHIMATBHOCTh TEPCOHAIBHBIX JAHHBIX - 0053aTeIbHOE IS
COOJIIO/ICHUS ONEepaTOPOM WJIM WHBIM MOJYYHBIIUM JOCTYI K IEPCOHAIBHBIM
JaHHBIM JIMIOM TpeOoBaHHE HE JOMYCKaTh MX pacHpoCTpaHeHus 0e3 coriacus
CyObeKTa MePCOHAIBHBIX JaHHBIX WM HAJTUYUS UHOTO 3aKOHHOTO OCHOBAHUS;

14) mapymmuTenp O€30MaCHOCTH TEPCOHATBHBIX JaHHBIX - (U3HUYECKOE
JUIO, CTy4YalHO WM TPEeJHaMEPEHHO COBEPILAIOIIEE JIEWCTBUS, CIEICTBUEM
KOTOPBIX SIBJSIETCS HApylIeHHe Oe30MacHOCTU MEePCOHANbHBIX JAHHBIX MpPU HX
00paboTKe TEXHUYECKHMMH CpPEJICTBAMH B  HWH(OPMAIMOHHBIX  CHUCTEMAax
NEPCOHANBHBIX JAHHBIX;

15) HecaHKIIMOHUPOBAHHBIA JOCTYI (HECAHKIIMOHUPOBAHHbBIC ACHCTBUS) -
JIOCTyll K HWH(popManuum wid JedcTBUS ¢ WH(MOpMAaIUel, OCYIIECTBISIEMbIE C
HapyIICHUEM YCTaHOBJICHHBIX MpaB U (WJIM) MpaBWI JAOCTyIa K HHGOPMALUU WU
JEHCTBUI ¢ HEW C MPUMEHEHHEM IITAaTHBIX CPEACTB MH(POPMAIMOHHON CHUCTEMBI
WIA CPEJICTB, aHAJIOTUYHBIX UM 1O CBOUM (YHKIIMOHATHLHOMY MpEAHA3HAUYCHUIO U
TEXHUYECKUM XapaKTEPUCTHUKAM;

16) wocutens uHpOpMauUu - (PUINYECKOE JHLIO WM MaTepUaIbHBIN
O0BEKT, B TOM 4YHCIEe (PU3NYECKOE TMOJIe, B KOTOPOM MH(pOpMaLMs HAXOAUT CBOE



OTpaX€HHUE B BHUJEC CHUMBOJIOB, 00Pa30B, CHTHAJIOB, TCXHUYECKUX PEIICHUN U
MPOIIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3HMUECKUX BEIIMYHUH;

17) nmepexBaT mH(bOpPMAIMU - HENPABOMEPHOE MOJyYE€HHUE HH(POPMALHUU C
UCITI0JIb30BAaHUEM TEXHUYECKOTO CpEeJICTBA, OCYIIECTRIISIONIETO
oOHapyXeHue, MpueM U 00paboTKy HH()OPMATHBHBIX CUTHAJIOB;

18) moOouyHBIE  DJIEKTPOMAarHUTHBIE  M3JIY4YEHUS W HABOAKU -
AJIIEKTPOMATHUTHBIE H3IYYEHHUS TEXHMUYECKHX CPEeACTB OO0pabOTKM 3aluilaeMoi
uH(OpMaIu, BO3HUKAIONME  KaKk  MMOOOYHOE  SBJIIGHWEC W  BHI3BaHHBIC
IEKTPUYCCKUMHU CUTHAJIAMH, JCHCTBYIONTUMHU B UX DJICKTPUICCKUX M MAarHUTHBIX
TEMSX, @ TAKKE IEKTPOMAarHUTHBIC HABOJKU ATHUX CUTHAJIIOB Ha TOKOIPOBOISIINE
JMHUY, KOHCTPYKIIMH U [IeTIH TUTAHUS,

19) monw3oBaTenb UHPOPMAIMOHHON CHUCTEMBI NMEPCOHAIBHBIX JAHHBIX -
JUI0, yYacTBywolee B  (YHKIMOHUPOBAHUUM  HUH(POPMAIMOHHON  CHUCTEMBI
MEPCOHANILHBIX JJAHHBIX WJIM UCTIOJIB3YIOIIEe PE3yIbTaThl €€ (DYHKIIMOHUPOBAHUS;

20) nporpamMHOe  (TIPOrpaMMHO-MAaT€MAaTHYECKOE)  BO3JCUCTBUE -
HECAaHKIIMOHUPOBAHHOE  BO3JICEUCTBHE HA  PECypCchl  aBTOMATU3UPOBAHHOU
MH(OPMAIMOHHONW CHCTEMBI, OCYIIIECTBIISIEMOE C HMCIOJIb30BAHUEM BPEIOHOCHBIX

porpamwm;
21) cpencTBa BBIUUCITUTENHHOM TEXHUKU - COBOKYMHOCTh MPOrPAMMHBIX H
TEXHUYECKUX AIIEMEHTOB CUCTEM 00paboTku JAHHBIX, CITOCOOHBIX

(YHKIITMOHUPOBATH CAMOCTOSTEIHHO WJIH B COCTaBE IPYTHX CUCTEM;

22) TeXHMYECKHE CpeACcTBa HH(POPMAIMOHHON CHCTEMBbI MEPCOHAIBHBIX
JTAaHHBIX - CpeacTBa BBIUMCITUTEIILHON TEXHUKH, UH)OPMAITMOHHO-
BBIUHCIIUTENbHBIE KOMIUIEKCHI M CETH, CPEJICTBA M CHUCTEMBI Mepeaayu, mpuemMa u
00paboTKH NepPCOHATBHBIX JAHHBIX (cpenctra u CUCTEMBbI
3BYKO3aIHCH, 3BYKOYCHUJICHUS, 3ByKOBOCIIPOU3BEACHHUS, TIEPETOBOPHBIC U
TEJIEBU3UOHHBIE yCTpOMCTBa, CpeicTBa U3TOTOBJICHUS, TUPAKUPOBAHUS
JIOKYMEHTOB u IpyTHe TEXHUYECKHUE cpencTBa 00paboTKH
pedeBoii, rpauuecKoil, BUIEO- u OykBeHHO-1T(GPOBOH
uH(pOpMaIuu), MPOTPaMMHBIE  CpelicTBa  (OMEPAIlMOHHBIE  CUCTEMBI, CHCTEMbI
yrpaByieHus 0a3aMu TaHHBIX | T.I1.), CPEJICTBA 3aIUTH HHGOPMAIIHH;

23) TeXHUYECKHM KaHall YTeYKH WHOOpPMAIUU - COBOKYMHOCTH HOCHUTEIIS
uHdopmaruu  (cpeactBa  00pabOTKM), GU3HUECKOM Cpefbl  PacpoCTpaHEHUS
WHPOPMATUBHOTO CHUTHAlla W CPEJICTB, KOTOPHIMU TOOBIBACTCS 3allUIiaeMast
uHdopmanus;

24) yrpo3bl 6€300aCHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYITHOCTh YCJIOBHM
U (PaKTOpPOB, CO3MAIONINX OIMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4aifHOTO, TOCTyIIa K TIEPCOHAIBHBIM JAaHHBIM, PE3YyIbTaTOM KOTOPOTO MOXKET
CTaTh YHHUUYTOXKEHUE, N3MEHEHHUE, OJIOKUPOBaHKE, KOMMMPOBAaHUE, PACIIPOCTPAHECHNE
MEPCOHANILHBIX JAHHBIX, @ TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUIA TIPU UX
00paboTke B MHGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JAaHHBIX;

25) YHUYTOXEHHE TIEPCOHANBHBIX JIaHHBIX - JCHCTBUS, B pe3yjbTare
KOTOPBIX HEBO3MOXXHO BOCCTAHOBUTBH COJEP)KAHUE TEPCOHAIBHBIX JaHHBIX B
UH(POPMAIIMOHHON CHCTEME IMEPCOHANBHBIX JTAaHHBIX WM B PE3yJIbTaTe€ KOTOPBIX
YHUUTOKAIOTCA MaTepUabHbIe HOCUTEIH MEPCOHATIBHBIX TAaHHBIX;



26) yreuka (3ammiraemMor) HHpOpMAIMM TO TEXHUYECKUM KaHajaM -
HEKOHTPOJIMPYEMOE pacHpoCTpaHeHrne HHGOPMAIMK OT HOCHTENS 3alluIacMon
uHpOpMaLun qyepes du3nueckyro cpeny 10 TEXHUYECKOTO
CpeACTBa, OCYLIECTBISIONIETO NepexBaT HHPOPMALINY;

27) ya3BUMOCTh WHGOPMAIIMOHHON CHUCTEMbI NEPCOHAJBHBIX JaHHBIX -
HEIOCTaTOK MM ci1a00oe MECTO B CHCTEMHOM WIIHM IPHKIAIHOM MPOTrPaMMHOM
(mporpaMMHO-aNmapaTHOM) obecrieueHNH aBTOMAaTU3HPOBAHHOM
UHPOPMAIIMOHHONW  CHUCTEMBI, KOTOPbIE  MOTYT  OBITh  HCIIOJIB30BAHBI  JJIS
peanu3anyy yrpo3bl 6€30MacHOCTH IEPCOHANIBHBIX TAHHBIM;

28) 1enocTHOCT, MHGOPMAIMU - COCTOSTHHME HH(OPMAIUH, IPH KOTOPOM
OTCYTCTBYET JH000€ €€ HM3MEHEHHEe MO0 M3MEHEHHE OCYIIECTBISETCS TOJIBKO
peIHAMEPEHHO CYObeKTaMH, UMEIOIIMMHU Ha HETO MPAaBo.

Pazgea II Knaccupukanus u MCXOAHBbIN YPOBEHb 3alIIUIIICHHOCTH
UH(POPMALMOHHBIX CHCTEM MEPCOHAJIBHBIX JAHHBIX A/IMUHHUCTPALUU
CTenHoBCKOro ceibeckoro mnocesenus Ilepsomaiickoro paiiona Pecny0iuknu
Kpbim

5. CoctaB u coxaepkaHue yrpo3 0€30IaCHOCTH NEPCOHAIBHBIX JaHHBIX
OIPENENAETCS] COBOKYIHOCTBIO YCIOBUH M (PAKTOPOB, CO3JAIOLIUX OMACHOCTh
HECAHKLIMOHUPOBAHHOTO, B TOM YHCJIE CIy4allHOTO, JOCTYNAa K IEPCOHAIBHBIM
JTAHHBIM.

COBOKYITHOCTh TaKuX YCJIOBHM M (HAKTOPOB (POPMHUPYETCS C YUETOM
XapaKTEPUCTHUK NCII/H, cBolicTB cpenasl (myTn) pacrpoCcTpaHEeHUs
MH()OPMATUBHBIX  CUTHAJIOB, COAEpPKAUIMX  3alllMIIaeMyl0  uH(}opmanuio, u
BO3MO>KHOCTEN UCTOYHUKOB YIPO3BI.

6. B 3aBucumocTtu OT 1enel W cojepkaHusi o0pabOTKU TMEPCOHATBHBIX
JAHHBIX ocylecTBisieTcs ux oopadorka B ICII/IH pa3nuyHbIX THIIOB.

7. UCI1IH 00benuHsIIOT 0000IIIEHHbIE XapaKTePUCTUKH:

- mo crpykrype WCII[H: nokanbHble WH(POPMAIMOHHBIE CHCTEMBI M
pacrnpezesnieHHble HH(OPMAIMOHHBIE CHCTEMB,

- 110 HAJTMYMIO MOAKIIOYEHUN K CETSM CBS3HM OOIIEro IMOJIb30BaHUA U (HIIN)
CeTsIM  MEXIYHAPOJHOTO HWH(MOPMALMOHHOTO OOMEHa: CHCTEMbI, HMEIOIINE
MOAKJIFOUECHUS, U CUCTEMBI, HE UMEIOLIME TTOAKITFOUCHU;

- 10 pexXuMy OO0paOOTKM NEPCOHATBHBIX NAaHHBIX B MH(GOPMAIIMOHHON
cucteMe MH(GOPMAIIMOHHBIE CUCTEMBI: MHOTOTIOJIb30BATENIbCKUE;

- 10 pa3rpaHUYEHUIO TMpPaB JOCTyIAa IIOJb30BATENEH: CHUCTEMBI C
pa3rpaHUYECHHUEM IPaB JOCTYTIA.

Bce Texnunueckne cpenctsa MCII[In naxomsTca B npenenax Poccuiickoi
denepanum.

8. B 3aBUCHMOCTH OT TEXHOJIOTMH, COCTaBa M XapAKTEPUCTUK TEXHUYECKHUX
cpencte  UCIIJIH,a Takke OMACHOCTH pealu3alud yrpo3 0e30macHOCTH
NEPCOHANBHBIX  JIaHHBIX M HACTYIUIEHUs  MOCIEACTBUH B  pe3yJbTare
HECAaHKIIMOHUPOBAHHOTrO wiau ciy4daitHoro pgocryna Bce HWMCIIIH MoxHO
KJaccUpUIMpoBaTh Kak cienyromme tTunsl UCTI/In:



- nokansHbie UCII/IH, He MMEOIIME MOAKIIOUYCHHE K CETSIM CBSI3H OOIIETo
M0JIb30BaHUS U (MJIM) CETAM MEXKIYHApOJAHOT0 HHPOPMAIIMOHHOTO OOMEHA;

- pacupenenennble VCII/IH, HE uMMeEONIME MOAKIIOUEHUE K CETSAM CBS3HU
oOIIero moJib30BaHUsI W (WJIM) CETAM MEXIYHApOJAHOTO0 HH(POPMALMOHHOTO
oOMeHa.

9. Hcxomubii ypoBeHb 3amumieHHoctd MCIIH omnpeaeneH  kak
cpenHuil, Tak kKak He meHee 70% xapakrepuctuk UCII/IH COOTBETCTBYIOT YPOBHIO
HE HUKE «CPETHUINY.

[lokazatemn  ucxognou  3ammiueHHoctd  WCII[H  onpenenensl B
[Ipunoxenuu 1 k Hacrosmed Moaenu yrpos.

Paszpen III Kaaccupukanuss axkTyajdbHbIX YIpPo3 0e30IMaCHOCTH
MEePCOHAJIBHBIX TaHHBIX

10. BOo3M0XHOCTH UCTOUHUKOB YTPpo3 0€30M1aCHOCTH MEPCOHANBHBIX JaHHBIX
OOyCJIOBJIEHbI COBOKYITHOCTBIO CIOCOOOB HECAHKIIMOHUPOBAHHOTO U  (WJIN)
CIIy4ailHOrO JIOCTyna K II€PCOHAIBHBIM JIAHHBIM, B pE3yJbTaTe KOTOPOTO
BO3MOXKHO HapylleHHe KOH(QUICHIMAIBHOCTH (KOMMPOBAHHUE, HEIPABOMEPHOE
pacnpoCTpaHEHHE), HEIOCTHOCTU (YHUUYTOKEHUE, U3MEHEHUE) U JOCTYNHOCTH
(O6oxMpoBaHME) MEPCOHAITBHBIX JIAHHBIX.

VYrpo3a 6e30macHOCTH MEPCOHATBHBIX JTAHHBIX PEAU3YyeTCs B PE3ysbTare
oOpa30oBaHUs KaHaJla peajii3alii yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX
MEXIY HCTOYHMKOM YIpO3bl M HOCUTENEM (MCTOYHUKOM) THEPCOHAIBHBIX
JAHHBIX, YTO CO3[A€T YCJIOBUA Uil HapylleHUss O€30MacCHOCTH NEepCOHAIbHBIX
JIAHHBIX (HECAaHKIIMOHUPOBAHHBIN WM CIIy4alHBIN JOCTYII).

11. Tlpu oOpaboTke NEepCOHAIBHBIX JaHHBIX B JokaidbHbiXx WCII/H, He
UMEIOLINX TOJKIIOUEHUS] K CEeTSAM CBSI3U OOIIEro MOJIb30BaHUSA U (WUJIM) CETSAM
MEXIYHApOJIHOIO MH(POPMAITMOHHOTO oOMeHa, BO3MOKHA peanuzanus
CJIEYIOIUX YIpo3 O€30MaCHOCTH MEPCOHATbHBIX JTaHHBIX:

1) yrpo3sl yreuku nH(pOpMAIUU MO0 TEXHUYECKUM KaHaIaMm;

2) yrpo3bl  HECAaHKIIMOHMPOBAHHOTO  JIOCTyNa K  IEPCOHAIbHBIM
JaHHBIM, 00pabaThIBAEMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM MecCTe.

12. Yrpo3sl yTeuku MHGOpPMALUK MO TEXHUYECKUM KaHallaM BKJIIOYAIOT B
ceost:

1) yrpo3bl yTeuku akyCcTUYeCKOH (peueBoit) HH(pOopMalny;

2) yrpo3bl YTeUKH BUI0BOM MH(GOpMAIIHH;

3) yrpo3sl yTeuku uHGOpMaIMy MO KaHAy MOOOYHBIX AJIEKTPOMArHUTHBIX
W3JIyYEHUN U HABOJOK.

13. Bo3HukHOBEHHME  YIrpo3  YTE€UKM  aKyCTHUYECKOM  (peueBoil)
uHbOpMaIny, coAepkKallelcss  HEMOCPEJACTBEHHO B  MPOM3HOCHUMOM  peuu
nonbs3oBatenst MCIIIH, BO3MOXXHO Tpu HaIWYUM (PYHKIHMA TOJIOCOBOTO BBOJA
nepcoHanbHbiXx  AaHHbIX B MCIIJIH  wmm  ¢(yHKUOMHA  BOCHpOW3BENEHUS
NEPCOHANBHBIX JaHHBIX akycTuueckumu cpeactsamu UCII/IH.

14. Peanu3zanusi yrpo3sl YT€UKH BHIOBOM MH(POpPMAIIMM BO3MOXKHA 32 CUET
IpOCMOTpa UHPOPMAIMH C TOMOIIBI0 ONTHYECKUX (ONTHUKOIEKTPOHHBIX) CPEICTB



C DKpPaHOB JIUCIUICEB M JIPYTUX CPEICTB OTOOPAKEHHSI CPEICTB BBHIYMCIUTEIHLHOMN
TEXHUKU, UH()OPMAITMOHHO-BBIYMCIIUTEIbHBIX KOMILIEKCOB, TEXHUYECKUX
Cpe/cTBa 00paboTKH rpadruyecKoi, BUIEO- u OyKBEeHHO-ITUGPOBOI
nHpopmaruu, Bxoasmux B cocraB UCIIH.

15. Yrpo3sl yreuku nHpopmanuu 1no KaHamy HoOOYHBIX 3JIEKTPOMArHUTHBIX
M3JIIyYEHUd M HABOJOK BO3MOXKHBI H3-32 HalW4YUsA DJIEKTPOMArHUTHBIX
U3ITy4YEeHU, B OCHOBHOM, MOHUTOPA U CUCTEMHOI0 0J10Ka KoMIbloTepa. OCHOBHYIO
OMAaCHOCTh TMPEJCTABIAIOT yIPO3bl YTEUKH HU3-32 HAJIWYUSA DIECKTPOMATHUTHBIX
U3JIy4YE€HU MOHHATOPA.

16. Yrpo3bl HECaHKIIMOHMPOBAHHOTO jocTyna B JokainbHbix WCII/IH
CBSA3aHbl C JEUCTBHUAMM Hapymuteneil, umeromux aoctyn k WCIIH, BKaoyas
nonb3oBarenen MCII/IH, peamusyronux yrpossl HenocpencrseHHo B WMCII/IH, a
TaKke Hapymurenen, He uMmeromux gocryna k UCIIIH, peanusyromux yrpossl U3
BHEIIIHUX CETEH CBA3M OOIIEro Mojab30BaHUA U (WMJIU) CETeH MEXITyHApOIHOTO
UH(OPMAITMOHHOTO OOMEHa.

17. Yrpossl HecankiuonupoBaHHoro aoctyna B HMCIIJ/IH, cBsi3aHHBIE C
JNelcTBUSAMH HapyiuTenei, uMmerontux goctyn k MCIIJIH, BkIto4aroT B ceos:

1) yrpossl, peanu3yembie B XOJ€ 3arpy3Kd OIEPAIMOHHOW CHUCTEMBI H
HaIpaBJCHHbIE Ha TEepexBaT IMapoJied WM HACHTHUPUKATOPOB, MOIUDUKAIUIO
0a30Boii cuctembl BBoJ1a/BhiBOIa (BIOS), mepexBar ynpasieHus 3arpy3Koi;

2) yrpo3sbl, peajiudyemMble TOCJI€ 3arpy3Kd OINEPAllMOHHOM CHUCTEMBbl U
HaIpaBJICHHBIC HA BBIMOJHEHNE HECAHKIIMOHUPOBAHHOIO JOCTYIA C MPUMEHEHUEM
CTaHJaPTHBIX byHKIUH
(YHMUTOXXEHUE, KOTUPOBaHUE, NepeMelieHne, GopMaTUpOBaHKE HOCHUTEJEN
uHpoOpMaMu W T.Nl.) OMNEPALMOHHON CHUCTEMbl WM KAaKOW-TMOO NPHUKIATHOU
nporpaMmbl (HalmpuMep, CUCTEMBI yIIpaBlieHHUs] 0a3aMu JTaHHBIX ), C IPUMEHEHUEM
CHenUaJIbHO co3aHHbIX s BeinosHeHuss HC/ nporpamm (mporpamm npocMoTpa
U MOIU(UKAIIUU PEECTPa, MOUCKA TEKCTOB B TEKCTOBBIX (haiiyiaX U T.11.);

3) yrpo3bl BHEAPEHUS BPEIOHOCHBIX MPOTPAMM.

18. Yrpo3pl HECaHKIMOHHUPOBAHHOrO Joctyna B JokainbHbix WCIIIH
BKJIFOYAIOT B CEOSL:

1) yrpo3sl «AHanu3a ceTeBoro Tpadukay ¢ MmepexBaToOM IepeaBaeMoi o
JIOKaIBHOU ceTu MH(popMaIuu;

2) yrpo3bl BbISIBJICHUS TapOJIeii;

3) yrpo3bl yAaJIEHHOTO 3amycKa MPUII0KEHU;

4) yrpo3bl BHEJPEHUS 110 CETH BPEIOHOCHBIX MPOTPaMM.

Pazaen IV Yrpo3sl yreuxku nHpopmManum no TeXHM4YeCKUM KaHaJIaM

19. OCHOBHBIMU D3JIEMEHTAMH OIHMCAHHS yrpo3 YTEYKH HHQPOPMAIUU TIO
TEXHUYECKUM  KaHajlaM  SIBJSIIOTCS:  HMCTOYHUK  YIpO3bl, cpeaa  (MyTh)
pacnpocTpaHeHHs: HHQOPMATHUBHOTO CHUTHAJla W  HOCUTENb  3alIMIAEMON
uHbOpMaInu.

20. UctounukamMu yrpo3 yTeuykd MHQOpPMAIMH MO TEXHUYECKUM KaHallaM
ABIAIOTCA  (pu3mueckue Juna, He wumeronme aoctyna k HWCII[H, a Taxke



3apyOeKHbIE CHELCTYKObl WM OpraHU3aliy (B TOM YHCIIE KOHKYPUPYIOLIUE WU
TEPPOPUCTUUECKUE), KPUMUHAIBHBIE TPYHIUPOBKHU, OCYIIECTBISIONIUE TIEpEeXBaT
(cbeMm) uHOpMAMKM €  UCHOJIB30BAHMEM  TEXHUYECKHUX  CpPEICTB €€
perucTpanuu, npruema win GororpadupoBaHus.

21. IIpu o6padotke nepconanbubix qaHHbIX B UCIIJIH 3a cueT peanuzanuu
TEXHUYECKUX KaHaJOB yTeUYKH HMHPOPMAIMK BO3MOXKXHO BO3HHUKHOBEHHE
CJIEIYIOUIUX YIpo3 0€30MaCHOCTH NEPCOHATBHBIX JaHHBIX:

1) yrpo3sl yTeuku aKkycTUYeCcKO# (peueBoit) HHpOopMaIiy;

2) yrpo3sl yTeYKH BUAOBON HH(POPMAIIH;

3) yrpo3 yreukn uHGOpPMAIUU MO0 KaHaJaM MOOOYHBIX AJIEKTPOMATrHUTHBIX
W3JIyYEHUN U HABOJIOK.

22. BO3HUKHOBEHHME  Yrpo3  YTE€UKHM  aKyCTHYECKOW  (peyeBoil)
uH(pOpMaIUK, COAEPKAIIEHCS  HENOCPEACTBEHHO B IPOU3HOCHMOW  peyu
nosb3oBatesst MCIT/IH, BO3MOXHO TNpu Hanuuud (PYHKIMH TOJIOCOBOTO BBOJA
nepcoHanbbix  gaHHbix B WMCIAx wnmm  dyHKOMA  BOCHIPOU3BEIACHUS
NIEPCOHAIIBHBIX JAaHHBIX akycTuyeckumu cpeacrtsamu MCIT/IH.

23. IlepexBaT akyctuyeckol (peueBoil) HHGOpPMALUU BO3MOXKEH C
UCIIOJIb30BaHUEM alapaTypbl, PETUCTPUPYIOLIEH aKycTUYecKue (B BO3IyXe) U
BUOpoakycTHUeCKHUEe (B YHOPYTHX cpefax) BOJHBI, @ TAKKE 3JIEKTPOMAarHUTHbHIE (B
TOM YHCJIE ONTUYECKUE) UITYUEHUS U JIEKTPUUECKUE CUTHAJIbI, MOIYJIUPOBAaHHBIE
UH(POPMATUBHBIM AKyCTUYECKUM CUTHAJIOM, BO3HUKAIOIINE 3a cyer
npeoOpa3oBaHUid B  TEXHMYECKHUX CpEACTBaX OOpabOTKM  MEepCOHAIbHBIX
JAHHBIX, BCIIOMOTATEIbHBIX TEXHUYECKUX CPEJCTBAX U CHCTEMaX M CTPOUTEIbHBIX
KOHCTPYKIUSAX U MHXXEHEPHO-TEXHHUUYECKMX KOMMYHUKALMSIX MO BO3JCHCTBUEM
aKyCTUYECKHUX BOJIH.

[lepexBaT akyctuueckoi (peueBoi) HHPOPMALMU TaKKE BO3MOMXKEH C
WCIIOJIb30BAHUEM  CHELUAIbHBIX JJIEKTPOHHBIX YCTPOMCTB ChEMa pPEUYEBOM
uH(pOpMaIK, BHEJPECHHBIX B TEXHHUYECKHE CPEeACTBA 0OpaOOTKU MEpCOHATBHBIX
JAHHBIX, BCIIOMOTaTEJIbHbIE TEXHUYECKNE CPEJCTBA U CUCTEMBI U ITOMELIEHUS WU
NOJKJIFOYEHHBIX K KaHAJIaM CBSI3H.

24. B UCIIJln dbyHKIMM TOIOCOBOTO BBOJA MEPCOHANBHBIX JAHHBIX WIIH
(GYHKIIMM BOCTIPOU3BEACHUS MEPCOHAIBHBIX JAHHBIX aKyCTHYECKUMH CpPEICTBAMHU
OTCYTCTBYIOT. BEposITHOCTh peann3ainu yrpo3bl yTEUKH aKyCTUUECKOU (pedueBoit)
uH(pOpMaIUU OnpesiesieHa KaKk MajJoBEepOsTHASL, BO3MOXKHOCTh PEaM3allii YIPO3bl
SBJIIETCS] HU3KOM, TOKA3aTelb OACHOCTH YTPO3bI - HEAKTYyallbHAas.

25. Yrpo3bl yTeukH BUAOBOW MH(POPMALIUN peaU3yIOTCS 32 CYET MPOCMOTpa
NEPCOHANBHBIX JAHHBIX C TOMOIIBIO ONTUYECKUX (ONMTUKOIIEKTPOHHBIX) CPEICTB C
HKPAHOB JMCIUIEEB U APYIMX CPEACTB OTOOpPaKEHUs CPEACTB BBIUMCIUTEIBHOU
TEXHUKU, UHOOPMAITMOHHO-BBIYMCIUTENbHBIX KOMIUIEKCOB, TEXHUYECKUX CPEJICTB
00paboTku rpaduyeckom, BUIe0- U OyKBEHHO-TU(DPOBOM HHGOPMAITNH, BXOISIINX
B coctaB MCII/Ix.

[IpocmoTp (peructpansi) NEPCOHAIBHBIX JAHHBIX TAKXE BO3MOXKEH C
UCITOJIb30BAHUEM CHELHUAIBHBIX 3JIEKTPOHHBIX YCTPOMCTB ChEMa, BHEAPEHHBIX B
CITy’>K€OHBIX TOMEUICHHUSIX WJIM CKPBITHO HCIOJb3YyEeMbIX (PU3MUECKHUMH JHUIAMH
IIPU MTOCEIIEHUU UMH CITYKEOHBIX TOMEIIECHUH.



Paboune wmecra monw3oBarenedt WCIIJIlH  opraHu3oBaHbl  TaKUM
00pa3oM, 4TOOBI ObLT HMCKIIIOYEH CIyYalHBIM MPOCMOTP MH(OPMALUU C 3KPaHOB
aBTOMATU3UPOBAHHBIX paOOYMX MECT.

26. BeposTHOCTH peanu3alUy yrpo3bl YTEUYKH BHIOBOM HH(pOpMaluu
OlpeleNeHa Kak  HU3Kas, BOSMOXHOCTh  PEAM3AlMU  YIPO3bl  SIBISETCS
CpEIHEH, IT0Ka3aTellb OIACHOCTH YIPO3bI - AKTYaJIbHAS.

27. BO3HUKHOBEHUE YIrpo3bl YTEUKH MHQOpMAIMM [0 KaHajiaM NOOOYHBIX
DJIEKTPOMArHUTHBIX H3JIYYEHHH W HABOJOK BO3MOXKHO 3a CYET IepexBara
TEXHUYECKUMU  CpPEACTBaMHU  MOOOYHBIX (HE  CBA3AHHBIX C  MPAMBIM
byHKIHOHATBHEIM ~ 3HaueHueM  osnemeHToB  WCII[IH)  mHpOpMAaTUBHBIX
DNIEKTPOMArHUTHBIX TOJIEW W JJEKTPUYECKUMX CHUTHAJIOB, BOSHUKAIOUIUX IPH
00paboTKe MepCOHANLHBIX JaHHBIX TeXHUYeckuMuU cpeacteamu UCITH.

Bce anementsr MCIIJIH HaxomaTcss BHYTPH KOHTPOJIMPYEMOM 30HBI Ha
JIOCTaTOYHOM PAcCTOSHHUU OT €€ IpaHull. MHpopMaTUBHBIA CUTHA B KaHajgax
NOOOYHBIX 3JIEKTPOMArHUTHBIX HU3JIYyYEHUH M HABOJOK COBPEMEHHBIX CPEICTB
BBIYUCIIUTEIILHON TEXHUKU OYEHb HU30K, U OH MAaCKUPYETCS MHOXXECTBOM JIPYTHUX
U3IyYEHUI OT aBTOMATHU3UPOBAaHHBIX pabouux MecT, He cocrosmux B UCII/IH, a
TaK)Ke€ OT IPOYMX AJIEMEHTOB COBPEMEHHON MH(POPMALIMOHHON HHPPACTPYKTYpPHI.

28. BeposTHOCTH peanu3aluy Yrpo3bl YT€UKH HH(QOpPMAIMM [0 KaHajlaM
NOOOYHBIX AJIEKTPOMArHWTHBIX U3IYYEHUH M HaBOJOK OIpeleieHa Kak
MaJIOBEPOSATHASL, BOBMOXKHOCTbh PEaM3alii YTPO3bl SBISIETCA HU3KOM, IOKA3aTEIb
OMAaCHOCTH YTPO3bl - HEAKTYaJIbHAS.

29. OO0oOmenHass uwHpoOpMaIMs MO yrpo3aM YTE€YKH HHPOPMALMU IO
TEXHUYECKUM KaHaJlaM MpeacrasieHa B llpunoxkenun 2 x Hacrosmen Monenn

yrpos3.

Pazgen V Yrpo3bl HeCAHKIMOHUPOBAHHOIO A0CTYNIA K HHGOpMaLMU B
HH(OPMALMOHHBIX CHCTEMAX MEPCOHATbHBIX JAHHBIX a/IMUHUCTPAIIUH
CTenHoBCKOro ceqibckoro mnocesneHus Ilepsomaiickoro paiiona Pecmy0.1uku
Kpbim

30. Yrpo3sl HecankuuonupoBanHoro gocryna B UCII/IH ¢ mpuMeHeHueM
NpOrpaMMHBIX M IPOrpaMMHO-aNNapaTHBIX  CPEJICTB  PEATU3YIOTCS  IpHU
OCYLIECTBIEHUM HECAHKIIMOHMPOBAHHOIO, B TOM YHCJIE CIy4alHOro, JOCTYyIa, B
pe3yibTaTe KOTOPOro  OCYIIECTBISIETCS HapylUleHHWE KOHQPUACHIMAIbHOCTU
(KOMpOBaHKE, HECAHKIIMOHUPOBAHHOE pacnpocTpaHeHue), [eJIOCTHOCTH
(YHUUTOXXEHUE, UBMEHEHUE) U JOCTYNMHOCTH (OJOKUPOBAHHME) TMEPCOHAIBHBIX
JIAaHHBIX, U BKJIIOYAIOT B CCOS:

1) yrpo3sl goctyna (IpOHUKHOBEHHS) B ONEPALIMOHHYIO CPEAy KOMITbIOTEpa
C  WCHOJB30BAHMEM  IITATHOTO  MPOrpaMMHOro  obOecriedeHus  (CpeacTB
OTIEPAIIMOHHON CHCTEMBI WJIH MPUKIIAIHBIX TPOTpaMM OOIIEro MpUMEHEHNs );

2) yrpo3sl CO3/JaHUs HEIITATHBIX PEXUMOB pabOThl MPOrPaMMHBIX
(mporpaMMHO-anmnapaTrHblXx) CpPEICTB 3a CYET MPEJHAMEPEHHBIX HW3MEHEHUI
CITy’)KCOHBIX JTaHHBIX, MTHOPUPOBAHUS TMPEAYCMOTPEHHBIX B IITATHBIX YCIOBUSIX
OrpaHUYEHHIA Ha COCTaB U XapaKTEPUCTUKU oOpabatbeiBaeMOi
uH(pOopMaIuu, UCKaxeHus (Moau(puKaum) caMyux TaHHBIX | T.I1.;



3) yrpo3bl  BHEAPEHHS  BPEIOHOCHBIX  MpOrpamMMm  (IIPOrpaMMHO-
MaTEeMaTUYECKOTr0 BO3/ICUCTBUS);

4) KOMOMHUPOBAHHBIC YIPO3bl, IPEACTABIAIONIME COOOM  codeTaHue
yIpO3, YKa3aHHBIX B MOAMYHKTaX |1 - 3 HACTOAIIETO MyHKTA.

31. UcTtounrkamu yrpo3 HecaHKIIMOHUpoBaHHOTO noctyna B UCIIH moryT
OBITh:

1) HapymmuTeNh;

2) HOCUTENb BPEIOHOCHOW MTPOTrPaMMBl;

3) annapatHas 3aKaajKa.

32. ITlo HamMuuiO 1IpaBa MOCTOSHHOTO WM pPa30BOro JOCTyNAa B
KoHTposmpyemyto 300y UCIIJIH HapymuTenu noapasienstoTcs Ha 1Ba TUIIA:

1) mapymurenu, He umeromue nocryna Kk UCIIIH, peanu3yromiye yrpo3sl U3
BHEIIHUX CETEH CBS3M OOILEro MOJIb30BaHUS W (WMJIM) CETe MEXIYyHapOIHOTO
MH(POPMALIMOHHOTO 0OMEHA, - BHELITHUE HAPYLIUTEIH;

2) napymwutenu, umerommue aoctyn k MWCIIJIH, Bkiatoyass monb3oBaresneit
NCIIdH, peanuzyromue yrpo3bl HenocpeacTBeHHO B WCIIH, - BHyTpeHHHE
HapyIUIUTEIH.

33. Hocutenem BpeAOHOCHOM NpOrpaMMbl MOXKET OBITh alllapaTHBIHI
JIEMEHT KOMIIBIOTEpAa WM IPOTPaMMHBIN KOHTeHHep. Eciaum BpemoHOCHas
nporpaMMa HE acCOLMUPYETCs C KakoM-TMOO NpPUKIATHOW MpOrpaMMoii, To B
KA4eCTBE €€ HOCUTEIIS PaCCMAaTPUBAIOTCS:

1) oTuyyxknaemblii HOCHTENb, TO €CTh JUCKETa, onThueckuil auck (CD-
R, CD-RW), ¢udii-nmaMsath, 0TYyKIaeMbIl HKECTKUH TUCK U T.I1.;

2) BCTpOEHHbIE HOcHUTENUW HHPOpManuu (KECTKUE TUCKH, MUKPOCXEMBbI
ONEpPAaTUBHOM MaMSTH, IPOLECCOP, MUKPOCXEMbI CUCTEMHOM IUIAThl, MUKPOCXEMBbI
YCTPOMCTB, BCTPAaMBAEMbIX B  CHUCTEMHBIM  OJIOK:  BHUAEOajanTepa, CeTeBOU
IUIaThl, 3ByKOBOM IJIaThl, MOJIEMA, YCTPOICTB BBO/AA/BBIBOJA MArHUTHBIX KECTKUX
U ONTHUYECKHUX JMCKOB, OJIOKa MUTAHUS U T.II., MUKPOCXEMBI MPSIMOIrO JOCTYyIa K
naMsTH, IIUH Nepeaadn JaHHbIX, TOPTOB BBOJ1a/BBIBO/IA);

3) MUKPOCXEMBI BHEIIIHUX YCTPOMCTB
(MOHUTOpA, KJIaBUATYPbI, IPUHTEPA, MOJEMA, CKAaHEPA U T.I1.).

34. Ecmu BpemoHOCHas TMporpaMMa acCOMMPYETCS ¢  KaKoW-JIn0o
MPUKIAAHONW TPOrpaMMou, ¢ (ailimamu, UMEIOIIIMMHI OTIPE/ICTICHHBIC PACIIUPEHUS
WIM WHBbIE aTpuOyThl, C COOOIIECHUSIMU, IEPEJABAEMbIMU 10 CETH, TO €€
HOCHUTEIISIMU SIBISIIOTCS

1) makeThl mepeaaBaeMbIX MO KOMITbIOTEPHOMN CETH COOOIICHMIA;

2) (aitnbl (TEKCTOBBIC, TpaPUUECKUE, UCTIOTHSAEMBIE U T.11.).

35. Ilpuunnamu Bo3HUKHOBEHUS ysa3BuMocteit UCII/IH sBistoTcs:

1) ommOku TpH NPOEKTUPOBAHUM U  pa3pabOTKe MNPOrpaMMHOIO
(mporpaMMHO-anmapaTHOro) 00eCTIeUeHNUS,;

2) mnpegHaMEpeHHbIE JCHCTBUS 110 BHECEHUIO YSI3BUMOCTEM B XOJ€
IPOEKTUPOBAHMUS W pa3pabOTKM MPOrPaMMHOIO (IPOrpaMMHO-AIIAPaTHOTO)
00eCIICUeHHUSI;

3) HempaBWIIbHBIE HACTPOMKHU MPOrPaMMHOTO OOECTIeUeHus1, HEMPaBOMEPHOE
U3MEHEHHUE PEXUMOB paObOThI YCTPOICTB U MPOTPaMM;



4) HECaHKIIMOHHUPOBAHHOE BHEJAPEHUE U MCIOJIB30BAHUE HEYUYTEHHBIX
nporpaMMm € MOCJHEAYIOIUM HEOOOCHOBAaHHBIM  pACXOJIOBAHHEM PECYPCOB
(3arpy3ka mpoIrieccopa, 3aXBaT OINEpPaTUBHON MaMITH W TaMSATH Ha BHEIIHUX
HOCHUTEJISX);

5) BHEJOpEHHE BPEJOHOCHBIX MPOrpamMm, CO3AAIONIMX YSI3BUMOCTH B
MPOrPaMMHOM M MPOTPAMMHO-ANNIapaTHOM 00ECTICUeHHH;

6) HECAaHKIIMOHUPOBAHHBIE HEYMBIIIUICHHBIC JeicTBUA
MOJIb30BATEIIEH, TPUBOIAIINE K BOSHUKHOBEHUIO YSA3BUMOCTEM;

7) cbou B paboTe anmmapaTHOTO U MPOTPaMMHOT0 o0OecrieueHus (BhI3BaHHbIE
cOOSIMU B DJIGKTPONUTAHUU, BBIXOJOM M3 CTPOSl ammapaTHbIX »3JEMEHTOB B
pe3yabTare CTapeHUs] W CHIDKCHUS HAJIeKHOCTH, BHEITHUMH BO3JICUCTBUSMU
AIIEKTPOMArHUTHBIX MOJIE TEXHUYECKUX YCTPONCTB U JIp.).

36. VYrpo3el goctyna (MPOHUKHOBEHMS])) B  OIEPALMOHHYIO Cpely
KOMIIBIOTEPA M HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MEPCOHAIBHBIM JaHHBIM
CBSI3aHBI C JOCTYIIOM:

1) x wuHpopManMK W KOMaHAAM, XpaHSIIMMCS B 0a30BOM cHCTEME
BBosia/BeiBOZIa (BIOS) MWCII/[IH, ¢ BO3MOXHOCTBIO TepexBara YIpaBJCHUS
3arpy3Koil  ONEpPallMOHHOW CHUCTEMbl M TMOJYy4YEHHUEM IIpaB JOBEPEHHOTO
MOJIb30BATENS;

2) B OIEPaAIMOHHYIO CPEIy, TO €CTh B cpeay (DYHKIIMOHUPOBAHUS JIOKATHHOM
ONEPALIMOHHON CHUCTEMBI OTAENBHOrO TexHudeckoro cpencra MCIIAH c
BO3MOXXHOCTBIO BBITIOJIHEHUSI HECAHKIIMOHMPOBAHHOTO JOCTyMHa IyTEM BbI30BA
IITATHBIX TPOTPaMM OMNEPAlMOHHONM CHUCTEMbl WJIM 3alMycka CHElUabHO
pa3pabOTaHHBIX MPOrpaMM, PEaTU3YIOIINX TaKHUEe JEeUCTBUS;

3) B cpeny (QYyHKUMOHUPOBAHMS TMPUKIAIHBIX MporpamMm (Hampumep, K
JIOKJIbHOW CUCTEME YIpaBJICHUSI O0a3aMu JaHHBIX);

4) HEIOCPEACTBEHHO K uHdopMaIuu MOJIb30BATEIIS (x
daiinam, TEKCTOBOM, ayano- U rpaduueckol WHGOPMAIINH, TTOISIM U 3aMUCSIM B
AJIEKTPOHHBIX 0a3ax JaHHBIX) W OOYCJIOBJICHBI BO3MOXKHOCTBIO HApYIIEHUS €€
KOH(HUICHIIMATBHOCTH, IIEJIOCTHOCTH U JOCTYITHOCTH.

37. B cmywae ecmu WCII[In peanmu3zoBana Ha 0a3e JOKAJIbHOW WIH
pacnpeneneHHON HHHOPMAITMOHHONW CHCTEMBI, TO B HEM MOTYT OBITh PeaIn30BaHbI
yrpo3bl  0€30MacHOCTH HMH(POpPMAIUA TYTEM UCIOJIB30BAaHUS MPOTOKOJIOB
MEXKCETeBOTO  B3aumojielicTBus. [Ipy  sToM  MoOXkeT  oOecreuyuBaThCs
HECAHKIIMOHUPOBAHHBIA JOCTYN K MEPCOHAIBHBIM JaHHBIM WJIM PEaTN30BbIBATHCS
yrpo3a oTkaza B oOciyxuBaHuu. OcoOeHHO omacHbl yrpo3bl, korga MCIIIx
MpeCTaBIIsCT coboit pacrpeeeHHYI0 UH(POPMALIMOHHYIO
CUCTEMY, MOAKIIOYEHHYI0 K CEeTSIM OOIIero IMoJib30BaHUs M (WJIH) CeTAM
MEXIYHAPOJIHOTO MH()OPMAITMOHHOTO OOMEHA.

38. IlporpamMmHO-MaTeMaTHYECKOE BO3JCHCTBHE - OTO BO3ACHCTBUE C
MOMOIIIBIO BPEIOHOCHBIX MPOrPaAMM.

[Iporpammoii ¢ TNOTEHUHUAIBHO  OMACHBIMU  TOCJEACTBUSMH  WJIU
BpPEJIOHOCHOM MPOrpaMMOi Ha3bIBAIOT HEKOTOPYIO CAMOCTOSITEIIbHYIO IPOTrpaMMy
(mabop  WHCTPYKIHMIT), KOTOpasi CIOCOOHAa  BBIMIONHATH  JII0OO€  HEIyCTOoe
MTOJIMHOKECTBO CIEIYIONUX (PYHKITU:



- CKpbBIBaThb TMPHU3HAKKM CBOETO TPUCYTCTBUS B MPOTPAMMHON cpene
KOMIIBIOTEPA,

- 001a1aTh CIOCOOHOCTHIO K CAMOAYOJIMPOBAHHIO, ACCOITMUPOBAHUIO CEOs C
JIPYTHMH TIPOTpaMMaMy U (WMJIH) TEPEHOCY CBOMX (PparMEeHTOB B MHBIE 00JacTH
OTepaTHBHOW WJIM BHEIITHEH MaMSITH;

- paspymaTh (MCKaXaTh IPOU3BOJBHBIM 00pa3oM) KOJ TMpOrpaMM B
oIrepaTUBHON TaAMSTH;

- BBIIOJIHATH 0€3 HWHUIMHUPOBAHUS CO  CTOPOHBI  IOJH30BATEIS
(ONB30BATENBLCKOM  MPOTpaMMbl B INTATHOM PEXUME €€  BBIMIOJHEHUS)
JECTPYKTHBHBIC (PYHKITNHU (KOMUPOBAHKUE, YHUITOKEHNE, OJIOKMPOBAHUE U T.11.);

- COXpaHiATh (parMeHThl HH(POpPMAIMKM W3 ONEPATUBHOW TMaMSITH B
HEKOTOPBIX O00JIACTSX BHEIIHEH MaMATH TMPSMOTO J0CTymna (JIOKAJbHBIX HWITH
YIAJICHHBIX );

- HMCKa)XxaTh MPOU3BOJILHBIM 00pa3oM, OJOKHpoBaTh U (WJIHM) TMOJMEHSTH
BBIBOJAMMBIM  BO  BHEIIHIOK TaMATh WM B KaHall CBA3M  MAacCHUB
uHpopmaluu, oOpa3oBaBIIMiics B pe3yJbTaTe  pabdOThl  TMPHUKIATHBIX
porpamMm, WK YK€ HaXOASIIHUecs BO BHEIIHEH MaMATH MACCUBBI JAHHBIX.

39. OOGoOmenHas wuHbOpMaNKMs MO Yrpo3aM HECAHKIMOHHUPOBAHHOTO
noctyna K uHpopMmanuyd B MHOOPMAIMOHHOW CHUCTEME MEPCOHANBHBIX JAHHBIX
npenacrasiena B [Ipunoxkenuu 3 k HacTose Mojenu yrpos.



[Tpunoxenue 1

Mopenb yrpo3 6€301nacHOCTH NMEPCOHANBHBIX IaHHBIX MPHU UX
00paboTke B MHGOPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX
JIAHHBIX aAMUHUCTpauny CTEMHOBCKOTO CEJIbCKOIO IMOCEJICHHUS
ITepBomaiickoro paiiona Pecniyonuku Kpbim

IHoka3zare/im HCXOAHOM 3aIMIEHHOCTH HH(POPMALMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX A IMHUHUCTPALMHU
CrenHoBcKoOro ceqbckoro mocesnenus Illepsomaiickoro paitona Pecnyosimku Kpbim

TexHuueckue u OKCINTYaTallUOHHBIC XapPaKTCPUCTUKH

YPpOBEHb 3allIUIIIEHHOCTH

1. ITo TeppuTOpHaIbBHOMY Pa3MENIEHUIO

Huskwuit

2. I1o HanM4MIO COEMHEHNS C CETIMHU OOIIEro MOJIb30BaAHUS Cpennuii

3. Ilo BcTpoeHHBIM (JIeTalbHBIM) OMEpAIUsM C 3almUCAMH 0a3 MEPCOHATBHBIX Cpennuii
JTAHHBIX

4. T1o pa3rpaHMYeHHIO JOCTYyNa K MEPCOHATBLHBIM JJAHHBIM Cpennuii

5. Tlo HamMuuio COeMUMHEHUN ¢ APyruMHu 0a3zaMu MEPCOHANBHBIX JAHHBIX HMHBIX Bricoknit
MH()OPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX

6. [1o ypoBHI0 0600111eHUS (00€3TMYNBaHNS) IEPCOHAIBHBIX JTAHHBIX Cpennuii

7. Tlo o0beMy MepCcOHANBHBIX JaHHBIX, KOTOPHIE MPEIOCTABISIOTCS CTOPOHHUM Bricokuit

MOJIB30BaTEISIM  HMH(MOPMAIMOHHBIX ~ CHCTEM  IEPCOHANBHBIX  JaHHBIX  0e3
MpeBapUTEIbHON 00pabOTKH




[Tpunoxxenue 2

Mopenb yrpo3 6€30nacHOCTH NMEPCOHANBHBIX TAHHBIX MPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JIAaHHBIX aAMUHUCTpauuu CTEMHOBCKOTO CEJIbCKOIO IMOCEIICHHUS
ITepBomaiickoro paiiona Pecniyonuku Kpbim

0O000menne nHGopMaANMH MO Yrpo3aM yTeYKH HHGOPMALMH M0 TEXHUYECKHM KaHAJIaM

HanmenoBanue yrpo3sl BeposaTtHOCTB Bo3moxnocTs | OnacHOCTh | AKTyanbHOCTH | Mepsl 10 IPOTHUBOAECUCTBHIO
peanuszanuu peanu3anuu YTPO3bI YTPO3bI yIrpo3se
YTPO3bI yIPO3bI
Yrpo3bl yTeuku HHGOpPMALIMK IO TEXHUYECKUM KaHajam
Yrpo3sl yTeuku | ManoseposTHas Huskas Cpenuss Heakryansnas | He TpeOyrorcs
AKyCTUYECKOU
uHbopMaIuu
Yrpo3el yreuku BuaoBoM | Huszkas Cpennuss Cpennss AKTyanbHas [Topsimok ~ oOpaiieHus  co
uH(popmanuu CITy&eOHOM uHpopmanuein
OTPaHUYECHHOTO OCTyNa
Yrpo3sl yTeuku | ManoBeposTHas Huskas Cpenusis Heakryansnas | He TpeOyrores

uH(pOpMaIUu 10 KaHajgam
MOOOYHBIX
AIEKTPOMATHUTHBIX
V3JIYYEHUH U HABOJIOK




[Tpunoxenue 3
Mopenb yrpo3 6€30nacHOCTH NMEPCOHANBHBIX TAHHBIX MPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JAHHBIX aAMUHUCTpauru CTEMHOBCKOTO CEITbCKOTO TMOCEIEHUS
ITepBomaiickoro paiiona Pecniyonuku Kpbim

0O0600menHass uHGopManus MO yrpo3amM HeCAHKIMOHNPOBAHHOTIO J0CTYNAa K HHpopManuu B MHPOPMAIIHOHHOH
cucTeMe MePCOHAJIBbHBIX JAHHBIX

HanmenoBanue Bepostao Bo3moxHocTe | OmacHOCTh | AKTyalbHOCTh | Mepbl 1O  NPOTUBOJIEHUCTBUIO
YIPO3bI CTh peanu3anuu YIPO3bI YTPO3bI yIrpo3se
peanuzany | yrpossl
U yTPpO3bl

YTrpo3bl HECAHKIIMOHUPOBAHHOTO OCTyNa K HH(POpMAIMK B MUHYOPMAILIMOHHOM CUCTEME MEPCOHATIBHBIX TaHHBIX

Yrpo3sl, peanu3zyemble | Huskas Cpenuss Cpenusis AKTyanbHas [Ipumenenue

B XOIE  3arpy3kHu CEepTU(PUUUPOBAHHBIX  CPEJACTB

ONEPALTMOHHOM 3aIIUTHI uH(popmaIun oT

CUCTEMBI HECAHKIIMOHUPOBAHHOTO
JOCTYTIa

Yrpo3ssl, peanusyemble | Huskas Cpennuss Cpennss AKTyanbHas [Ipumenenune

nocje 3arpys3Ku CepTU(ULIMPOBAHHBIX  CPEJCTB

OIEPALIMOHHOU 3aIHTHI uHbopMauu oT

CUCTEMBI HECAaHKLIHOHUPOBAHHOTO
JOCTYTIA, UHCTPYKLUS
II0JIb30BATEIIS
UH(OPMAITMOHHON CUCTEMBI
NIEPCOHAIBHBIX TaHHBIX

Yrpo3sl  BHenpenus | Hwuskas Cpennsas Cpennsis AKTyanbHas [Ipumenenue

BPEIOHOCHBIX CEePTU(PUUUPOBAHHBIX  CPEJCTB

IporpamMmm 3aIIHTHI UH(pOopMauH oT

HCCAHKINMOHUPOBAHHOT'O




A0CTYyIlda, aHTUBHPYCHOI'O
IMpOorpaMMHOIO oOecreueHus

Yrpo3sl «AHanusa Manosepo | Cpenuss Cpennss Heakryanbhas | He Tpebyercs

CETEBOr0 TpaduKay ATHasI

Yrpo3el  BeisiBieHusa | Hwuskas Cpennsis Cpennsis AKTyanbHas [Ipumenenue

napoJIeu CepTU(ULIMPOBAHHBIX  CPEJCTB
3aIUTHI uHbOopMaIuu oT
HECaHKIIMOHUPOBAHHOTO
JOCTYIa, UHCTPYKIIUS
H0JIb30BaTeNsl UH(POPMALIMOHHON
CHUCTEMBI IEPCOHAIBHBIX JAHHBIX

Yrpo3sl ynanexnsoro | Hwuskas Cpennss Cpennss AKTyanpHas [IpumeneHne

3aITyCcKa NMPUII0KEHNN cepTU(ULUUPOBAHHBIX
CPEICTB 3alIUThl  MH(pOpMaAUU
oT HECaHKIIMOHUPOBAHHOTO
JOCTYIa, UHCTPYKIIUS
M0JIb30BaTENs] HTHPOPMALIMOHHON
CUCTEMBI MEePCOHATIBHBIX
JTAHHBIX, UHCTPYKLIMS
aAMUHUCTpATOpa
uH(OPMAITMOHHON CUCTEMBI
NIEPCOHAIIBHBIX JAHHBIX

Yrpo3sl BHenpenus no | Hwuskas Cpenuss Cpenusis AKTyanbHas [Ipumenenue

CETH  BPEIOHOCHBIX CepTU(ULMPOBAHHBIX  CPEJICTB

porpamMmm 3aIHTHI uHbopMauu oT

HECAaHKIIMOHUPOBAHHOTO
JOCTYTa, UHCTPYKIIUS

M0JIb30BaTENSI HHPOPMALIMOHHON
CHUCTEMbI IEPCOHATBHBIX JAHHBIX




[Tpunoxenue Ne2
K mnocranoBnenuto agMuHucTpanuu CTEMHOBCKOTO
CENBCKOTO nocesneHust IlepBomaiickoro panoHa

Pecniy6nuku Kpeim
ot 04.12.2020r. No224

O3HakoMJIeHre paGO0THHKOB agMUHUCTPanun CTENHOBCKOIO CeJIbCKOI0
nocesenusi [leppomaiickoro paiiona Pecnyoimku ¢ mocranoBjaenuem ot 04.12.2020r.
Ne224 «O06 yrBep:xkaeHun Mojeau yrpo3 0€30nMacHOCTH MEPCOHAIbHBIX JaHHBIX B
HH(OPMALMOHHBIX CHCTEMAX NMEPCOHATbHBIX JAHHBIX A/IMUHUCTPALIUH
CTenHOBCKOrO cejibckoro mnocesienus Ileppomaiickoro paitona Pecnyoauku Kpbim»

I'apmam Mapuna BukropoBHa

IpyOonsik CBeriiaHa AJIeKCAHAPOBHA

I'opOynoBa Tarbsina HukosiaeBHa

Auenxo Upuna AekcaHApoOBHA




